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 Strong dependence of modern society on ICT (especially critical infrastructures). 

 

 ICT is becoming the Critical Information Infrastructure (CII) 

 

 The following trends make the protection of ICT a central issue (according to Eck-

ert2008, among others): 

o Globalization 

o Mobility (Smartphone, Information at your fingertips) 

o Networking  

o Ubiquitous/Pervasive Computing, Internet of Things (IoT) 

o Industry x.0 

o Smart Home/Grid/Car/* 

o Cyber War/Warfare/Espionage/* 

 

 Conclusion: Protection of ICT is of central importance for society! 
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2. PROTECTION OBJECTIVES OF INFOR-
MATION SECURITY 

 

Information security (or IT security) has the task of ensuring the following protection goals 

(basic values) [Stallings2006]: 

 

1. Confidentiality 

 

2. Integrity 

 

3. Availability 

 

4. Authenticity 

 

5. Accountability or non-repudiation 

 

 

2.1. Confidentiality 

 

 The protection of data from unauthorized disclosure. [Stallings2006] 

 

 Traffic Flow Confidentiality = Protection from traffic data analysis 

 

 Confidentiality in daily life 

o Confidentiality of Letters & Telecommunications Confidentiality 

o Official secrecy 

o Confession secret 

o Duty of confidentiality of attorneys/notaries/doctors 

o Non-disclosure agreements/NDAs 

 

 Accessible by encryption (Encryption) 

o Symmetric encryption 

▪ a common shared key (same key for encrypting and decrypting) => 

key distribution problem; stream/block ciphers, substitution & 

transposition 

 

o Asymmetric encryption 

 C-I-A 
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▪ public and private key (public key for encrypting and private key for 

decrypting) => key distribution problem solved, algorithmically 

more complex and therefore slower 

 

o Practice hybrid: Exchange of a generated session key via asymmetric 

crypto and then symmetric encryption 

2.2. Integrity 

 

● The assurance that data received are exactly as sent by an authorized entity (i.e. 

contain no modification, insertion, deletion, or replay). [Stallings2006] 

 

● Changes (e.g. due to transmission errors or active attacks) cannot be prevented 

but can be detected! 

 

● Authenticity and integrity are often seen as a unity. The one is useless without 

the other. 

 

● Accessible through the use of (cryptographic) checksums, e.g. 

o CRC (Cyclic Redundancy Check)  only for transmission errors 

o (Keyed-Hash) Message Authentication Code (MAC, HMAC) 

o Digital signatures 

 

A cryptological hash function or cryptographic hash function is a special form of hash 

function which is collision resistant or a one-way function (or both). 

 

A hash function is a function that maps a string of any length to a string of fixed length. 

Mathematically this function is not injective and not necessarily surjective. 

2.3. Availability 

 

 Availability is the property of a system or a system resource being accessible and 

usable upon demand by an authorized system entity, according to performance 

specifications for the system. [Stallings2006] 

 

 What types of performance? 

o Usable or applicable 

o Sufficient capacity 

o Clear progress and/or clearly defined waiting times 

o Completion within acceptable timeframe 

o … 

https://en.wikipedia.org/wiki/Hash_function
https://en.wikipedia.org/wiki/Hash_function
https://en.wikipedia.org/wiki/Collision_resistance
https://en.wikipedia.org/wiki/One-way_function
https://en.wikipedia.org/wiki/Injective_function
https://en.wikipedia.org/wiki/Surjective_function
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 Approaches to the implementation/guarantee of availability 

o Technical: fault tolerance and redundancy through e.g. RAID, clustering, ..., 

mirrored data centers, uninterruptible power supply (UPS), ... 

o Organizational: Service Level Agreements (SLAs), Availability Classes 

 

 Availability classes 

o 2-6: 99% (failure of ~ 90 hours per year) 

o 99.9%, ... to 99.9999% (= failure of ~ 30 seconds per year!) 

2.4. Authenticity 

 

 Authenticity 

o Entity authenticity = I know who I'm communicating with 

o Data origin authenticity = I know who the data comes from 

 

 Authentication and authentication 

 

 The assurance that the communicating entity is the one that it claims to be. [ 

Stallings2006] 

 

 Authentication features = feature with which a participant can be authenticated 

o Based on knowledge (PIN, password) 

o Based on ownership (key, card) 

o Based on property (biometric characteristics such as fingerprint, iris, voice, 

signature, retina, ...) 

▪ Retina = Back of the eye (infrared scan) 

▪ Iris Scan (using normal optical camera) 

 

 Access Control (Access Control) 

o Authenticity is a prerequisite for access control! 
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2.5. Access Control 

 The prevention of unauthorized use of resources. [Stallings2006] 

 

 The authenticity of the accessing entity must be ensured. 

 

 The following is checked 

o Who can have access to a resource, 

o the conditions under which the access may take place, and 

o what rights the accessing entity may have. 

 

 Principle of necessary knowledge (Need-to-know principle) 

 

 Basic models 

o Discretionary Access Control (DAC) 

▪ Definition of rights exclusively on the basis of user identity 

 

o Mandatory Access Control (MAC) 

▪ Not only user identity but additional rules and features 

 

o Role Based Access Control (RBAC) 

▪ Role-based assignment of rights, i.e. not on the basis of user iden-

tity but on the basis of user role (group membership) 

2.6. Accountability or non-repudiation 

 

 Provides protection against denial by one of the entities involved in a communi-

cation of having participated in all or part of the communication. [Stallings2006] 

 

 Non-repudiation of emission = Sender cannot deny sending the message. 

 

 non-repudiation of receipt = recipient cannot deny receipt of the message 

 

 Accessible through the use of digital signatures (not through [H]MACs!). 
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3. INFORMATION VS. IT SECURITY 

 

 Information Security (InfoSec) deals with data in any form (electronic, written, 

verbal). 

 

 IT Security (IT-Sec) focuses exclusively on electronic data processing. 

 

 Definition of IT security (transferable to InfoSec, according to [BSI1992]): 

 

 

 

 

 

 

● Highly important (!!) consequence: There is no absolute safety! 

 

  

IT security is the state of an IT system in which the risks that are present when using this 
IT system due to threats are limited to a tolerable (acceptable) level by appropriate 
measures. 
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4. WEAKNESS, THREAT AND RISK 

 

● A weakness/vulnerability is a weakness of the system or a point at which the 

system may be vulnerable (through an exploit). 

 

● Threats result from possible attacks that exploit one or more vulnerabilities in a 

system to compromise one or more protection goals. 

 

● The risk R of a threat is the probability E of the occurrence of a loss event and 

the amount of the potential loss S that can result from it: R = E · S 

 

4.1. Interrelations 
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5.  ATTACK CATEGORIES, LEVELS & 
CAUSES 

Passive Attacks - Eavesdropping 

● Attacker intercepts the communication channel but does not actively intervene in 

the communication. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Passive Attacks – Traffic Analysis 

 

● With an encrypted data channel, a passive attacker may be able to perform a traf-

fic analysis (who communicates with whom and when?). 
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Active Attacks – Masquerade 

 

● Masquerade: Attacker impersonates someone else 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Active Attacks – Insertion & Replay 

 

● Insertion: Attacker adds messages (parts) to a communication. 

● Replay: Attacker sends recorded data again at a later time. 
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Active Attacks – Modification 

 

● An attacker changes a communication by delaying, changing or deleting mes-

sages. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Active Attacks – Denial of Service 

 

● Attacker disrupts the availability of communication facilities 
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5.1. Current attack levels (excerpt) 

 

 Network 

o Botnets 

o (Distributed) Denial of Service, Reflection, Amplification 

o Spam (Unsolicited Commercial/Bulk E-Mail, Social Media Spam) 

o Man-in-the-middle attacks (e.g. for reading/modifying communication) 

 

 Applications (especially web applications, see OWASP Top 10), e.g. 

o Injektion (z. B. SQL Injection, Command Injection) 

o Standortübergreifendes Scripting (XSS) 

o Betriebsübergreifende Antragsfälschung (CSRF) 

o Verunstaltungen 

o Pufferüberläufe 

 

 User 

o Social Engineering 

o (Spear) Phishing 

o Scareware, Ransomware 

o Spam 

 

5.2. Causes 

 

 Missing/Deficient identity verification 

o e.g. weak authentication procedures, unilateral authentication, ... 

 

 Missing/Deficient Input Validation 

o e.g. user entries in web applications are not checked on the server side 

 

 Psychological deficiencies and obstacles 

o e.g. Social Engineering 

 

 Factors cost and time in product development 

o e.g. short release cycles, missing tests, security not integrated into devel-

opment processes 

 

 Organisational deficiencies 

o e.g. missing security management, missing user awareness, ... 
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6. ATTACKER TYPES & THEIR MOTIVA-
TION  

 

 Amateurs (Script Kiddies) 

o Responsible for most (automated) attacks 

o Few in-depth knowledge � Application of ready-made attack tools 

o Motives: Prestige, personal revenge, boredom 

 

 Crackers vs. Hackers (Blackhats vs. Whitehats) 

o Crackers are malicious hackers (terminology unclear) 

o Deep technical understanding (students, computer scientists) 

o Motives: Prestige, intellectual challenge 

 

 Criminals (Cybercrime) 

o Classic criminals who change profession only for reasons of profit 

o Spamming, online extortion, bulletproof hosting/services, botnets (rental), 

... 

o Well organised networks with links to organised crime (e.g. Russian Busi-

ness Network, Silk Road, ...) 

o Motives: Profits 

 

 Terrorists (cyber-terrorism) 

o IT as attack target  Damage/destroy target infrastructure 

o Propaganda purposes  

o Communication and organization 

 

 Countries and their military/ intelligence apparatuses (cyber war(fare), cyber espi-

onage) 

o Switching off the IT infrastructure as a target of military attacks 

o Economic, political and military espionage ( China, USA) 

o The Internet as a weapon 

o Examples: Stuxnet, Flame, Regin, NSA surveillance scandal 
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7. CLASSIFICATION OF SECURITY 

MEASURES 

 

 Preventive measures (a priori) 

o e.g. authentication, access control, deployment  

of encryption, firewalls, hardening of systems,  

Security concept, security policy, creating awareness, ... 

 

 

 Recognition measures 

o Dynamic at runtime 

o z. B. Firewalls, intrusion detection systems, log-analysis, … 

 

 

 Damage limitation measures (a posteriori) 

o e.g. tightening of controls, improvement of  

Security measures, Internet connection caps, ... 

 

  

Prevention 

Recognition 

Reaction 
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8. CONTINUOUS HOLISM IN INFOR-
MATION SECURITY 

 

 

 

Security is not a product; it‘s process!  

 

 

 

 

 

 

 Holistic approach is a critical success factor for IT/information security 

o e.g. firewall to filter traffic, but users can connect WLAN access points to 

the network 

o e.g. accesses to the systems are protected with passwords attached to the 

black board 

o e.g. users write down their Windows passwords on post-it's on their moni-

tors 

 

 IT/information security requires a combination of technical and organisational 

measures! 

 

 IT/information security in the company must be supported by the management! 

 

 IT/information security must be continuously lived and improved (examples?)! 

 

8.1. Safety Standards 

 

 Security management/security process, e.g. 

o ISO 27000 family 

o BSI basic protection standards 100-1, 100-2, 100-3 and 100-4 

 

 System security (certification of products), e.g. 

o TCSEC (Trusted Computer System Evaluation Criteria) 

o ITSEC (Information Technology Security Evaluation Criteria) 

o Common Criteria for Information Technology Security Evaluations (ISO 

15408) 

 

Bruce Schneier 
Photograph by Rama, Cc-by-

sa-2.0-fr, from Wikimedia 
Commons 
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● Action catalogs (technical/organizational), e.g. 

o BSI basic protection catalogues 

 

● Other relevant standards ([IT] governance, compliance), e.g. 

o COBIT (Control Objectives for Information and Related Technology) 

o ITIL (IT Infrastructure Library) 

 

8.2. Legal norms / laws 

 

 Austrian Strategy for Cyber Security (ÖSCS)  

o Future: Austrian Cyber Security Act 

 

 EU Directive on measures to ensure a high level of common network and infor-

mation security (NIS Directive) 

o Incorporation into the Austrian Cyber Security Act 

 

 EU Basic Data Protection Regulation 
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